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B Scan Statistics on Graphs, and on Time Series thereof

B Scan Statistics on Enron Graphs
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B Objective: to develop and apply a theory of scan statistics on
random graphs to perform change point / anomaly detection
In graphs and in time series thereof.

B Hypotheses:
B H,: homogeneity

B H,: local subregion of excessive activity
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® “moving window analysis”:
to scan a small “window” (scan region) over data,
calculating some locality statistic for each window;
e.g.,
number of events for a point pattern,
average pixel value for an image,

B scan statistic maximum of locality statistic:
If maximum of observed locality statistics is large,
then the inference can be made that
there exists a subregion of excessive activity.
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B directed graph (digraph): D = (V;A)
B order: jV(D)j
B size: JA(D)]
B k-th order neighborhood of v:
Ny[v;D]=fw2 V(D) :d(v,w) Kkg
B scan region (example: induced subdigraph): ( Ng[v;D])
B |ocality statistic (example: size): (V) = JA(( Ng[v;D]))j
B “scale-speci c” scan statistic: M (D) = maxy2v oy «(V)

Scan Statistics on Enron Graphs — p.6/48



Poa = Pao = Poo

PAR

Scan Statistics on Enron Graphs — p.7/48



o
- _ I _ .
o 1 S - 1
(52} — (=] -
5 | =] |
e — 1 1
2 _ ! > 0 ] M
- ‘D0 ! [ — .
[ = size § & - : 8- .
a 9 1 a s .
o . I —
o o |
g | hﬂ = g | .
2 T T T T T 1 2 T T T T T 1
19200 19400 19600 19800 20000 20200 19200 19400 19600 19800 20000 20200
Ty Ty
unrandomized size = 0.05 randomized power = 0.16
iy | M |
9 I 3 I
o | © |
> | > |
— a9 l @ = l — .
[ = scan0 ¢ - | : c | = U
o | o |
8 ! 8
8 }L_ 8 o
S I T T T T 1 =] I T T T T 1
50 55 60 65 70 75 80 50 55 60 65 70 75 80
Ty Ty
unrandomized size = 0.045 randomized power = 0.154
o
o [s2) o
— o T —1—T
1 o 1
3 ! . :
© 1 8 1
N J
2 ! 2 o !
[ = scanl : ' i o] ' = 1:000
— o~ | |
— o o o o — .
o g | a = |
© | = |
1 © 1
-v-L_‘—— N 1
o | =] |
g : g - :

e

T 1 T 1
150 200 250 150 200 250

T3 T3
unrandomized size = 0.046 randomized power = 1

n=1000n%= 13; = 0:05:M C = 1000

KB H
Scan Statistics on Enron Graphs — p.8/48



T = size

Density
0.000 0.001 0.002 0.003

19200 19400 19600 19800 20000

5
o
2 9
T = scan0 : -
8
o
8
o T 1
50 80
S |
o
2 —
(2}
T = scanl ¢ =.
8 |
o I T T 1
120 140 160 180
T3

n = 1000;M C = 1000

KB H
Scan Statistics on Enron Graphs — p.9/48



5:scan?2 = 11.

size= 26;scan0 = 5:scanl






Ho Ha

8 i '
. z ° : 2 <
= : 2 ; = 0:273
- o © a .
o o
S S =
IS} T T T T T 1 IS T T T T T 1
10 20 30 40 50 60 10 20 30 40 50 60
T1 Ta
unrandomized size = 0.044 randomized power = 0.273
. = .
< | 3
[} , (=}
2z , z
- K ' K = 0:350
= SCan 8 ° 8 = U
= =
© 1 T T T 1 @ T T T T T 1
0 2 4 6 8 10 0 2 4 6 8 10
T2 T2
unrandomized size = 0.032 randomized power = 0.35
3 ; ;
> [ 2 o
— ‘@ ~N ! 2 N — "
T = scanl : - : - = 0:976
[a] | (a]
| o
o o
© T T T T 1 IS T 1 T T 1
0 o) 10 15 20 0 5 10 15 20
T3 T3
unrandomized size = 0.018 randomized power = 0.976
N .
— S —
! o 1
2 g | | 2 |
2 S X g 8 :
T = scan2 ° - 8 2 | = 0:451
s | _[ iz S e '
IS] I T T L T T 1 IS I T T T T 1
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Ta i
unrandomized size = 0.037 randomized power = 0.451

n=50n%=4;, = 0:05MC = 1000

KB H
Scan Statistics on Enron Graphs — p.12/48



consider now a structured alternative : ::
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size= 34;:scan0 = 5;scanl = 5;scan2 = 17.
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size= 34;:scan0 = 5;scanl = 5;scan2 = 17.
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B 125,409 distinct messages from 184 unique “From” eld,
mostly Enron executives.

® 189 weeks, from 1988 through 2002.

B directed edges (arcs) A; = f(v;w): vertex v sends at least one
email to vertex w during the t-th week (“To”, “CC”, or “BCC”")g

910948020 114 albert .meyers Albert Mevers Employes Specialist
510948020 114 A..martin Thomas Martin Vice President

$11477940 114 andrea.ring Andrea Ring H/R

911477940 114 andrew.lewis Andrew Lewis Director

911481840 114 andy.zipper Andy Eipper Vice President Enron Omnline

511481840 114 a..shankman Jeffrey Shankman President Enron Global Mkts
911481840 114 barry.tycholiz Barry Tycholiz Vice President

511481840 114 benjamin.rogers Benjamin Rogers Employes Associate
$11892180 114 bill.rapp Bill Rapp N/a

511892180 114 bill . williams XXX
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B scale-k locality statistics: k¢ (V) = JA(( Ng[v;D¢]))]
Bk=0: o¢(v) = outdegree(v;Dy).
B scan statistic: My = maxy k+(v);k=0;1;2

B vertex-dependent standardized locality statistic:
B (V)= ( ke(v) by (V) =max(byy (v);1)
B b (V=1 o ke(v)
B2, ()= L bk ) b (V)2

B standardized scan statistic: M. = max, €.¢ (V)
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B temporally-normalized scan
statistics: Syt =
(It/I kit €kt )=max(ex:t ;1)

B detection: time t such that
Sk;t > O
®t = 132(May, 2001) .
/\ ///// ~o—° N N
DDDDDDD Vs /°\a/ g \G\a/\u/u\u/g‘g/ca
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Details for the detection' graph D 13

time t 132 (week of May 17, 2001)
size(D130) 267
scale k Mi:1zz | M1z Sk:132
0 66 8:3 0:32
1 93 7.8 0:35
2 172 | 1160 7:30
3 219 | 1740 5:20
number of isolates 50

KB H
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v = argmaxy €,.13(v) = k::allen
m k..allen == phillip.allen?

B k..allen had no activity beforet = 132

B Att = 132 phillip.allen switched to k..allen.
® Matched Filter:

B For eachvertexv 2 V nfv g,

tx 1
St - (Vv )= jN1(V; Do) \ Ny(v ;D¢ )]
{0=t

® |s this a detection we want?

Scan Statistics on Enron Graphs — p.27/48



Ehe New Yok Times Week in Review

Y Times com  Goto 3 Sacilon

Sits Search: [nvTsince 196 1 -

Enron Offers an Unlikely Boost to E-
Mail Surveillance

By GINA KOLATA
Fubliched: bay 22, 2004 E-Mad This

Printer-Friendly

AS an object of modern surveillance, e-mail is Rt

both reassuring and troubling. It is a potential

treasute rove for investigators monitoring

suspected terrorists and other oriminals, but it also creates the
potential for abuse, by giving businesses and govemment agencies
an efficient means of monitoring the attinades and activities of
employees and citizens.

Multimedia Now the science of e-mail
tracking and analysis has been

[ eniaadn given a unlikely boost by a
Finding bitier chapter in the history of
Padteres in
FERE AR AR corporate malfeasance - the
Cotpundy Enrom scandal
Chotter 3

In 2003, the Federal Encrgy

KBeH
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New York Times (May 22, 2005)
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Enron Timeline

Total Shares Sold By Defendants: 20,788,957 shares

Defendants’ Insider Trading Proceeds: $1,190,479,472 7/31/98 - 3/7/02 |©pEnron stock Issuance Price Trigger
1"; EzEg ‘%;:”‘g;;wm'jw';m;";ﬂg: 10/00 New Power IPO - 27.6 millon shares @$21 via
T e B 1 Errralet - e I i e 1/n| suungoouoresu:s Breakout performance. swsmmungs —1 400

b SRy TEEE st TR
has s:gnmcam sugtainable competiv advaniage. Sucocsslul

e e peoliabily.
e growth. Stock worth $12¢

6/00 Enron sells $325 million oflarge contracts. Well managed. EIN

7.875% notes via Lehman. buildout on schedule. Full VOD roll out in 01 wgiﬁ:ﬁg@ ncome. | r:g:::xpm
VOD deal value $1 billon - going fine. All
components in place. EBS designed to take
advantage of broadband glut

100 f—

5100 Enron sells $175 million
8375% notes via Bank America.
5100 Broadband market larger than
estimated. Wil reach $100 bilion in 03-04
with 3-4% margins, Monumental earmings

7/00-9/00
Insiders sell

f
108+ milion TP 201 Enron sels $1.9 bilion 0% convertible notes

Dollars Per Share

90— Eosas Insiders sell 1/01-3/01 3101 Business in good shaps. WEOS, EBS intermediation great. Very
:52?-15‘32 Sf“‘ﬂ‘es Insicers sell optimistic for VOD. Everything fine. EBS business predicated on surplus of
4/00-5/00° = S TIIon | 1,136,584 shares ‘supply - declining prices good for Envon. Balance sheet great. Financing
Insiders sell for more than vehicles have de minimus share issuance requirements.
3,552,044 $82+ millon.
300 World leader, EBS network unbeatable 1100-300 shar
scale and scope - off to tremendous start, Insiderssell $266+ millon. O, 3/01 Strong, unique business. Tremendous growth. Will continue
EES exceeded goals. To double contract 2,940,125 shares 7 sitong Ems periormance. EES had breakout year - proven concept with
80— volume in 00 to $16 billion, Proftabilty for $208+ million profitable dealflow. $30 billon in contracts in 01. EBS model working
expanding rapidly. d Intermediation growing expunenha\ly voD sucessfull. Enronin top tier ——1 300
of world's corporations.
3101 VOD deal terminated - Blockbuster failed to provide
e ‘/— miwes) Technoiogy soindl Rapid growintact! Siock
70 Broadound rading, EPS. growth i 10100 Srong 50 00 T 27:\;«:;;;2.;0“ Al businesses doing very well. Wil hit
excess of 15%. income. Very @ @ Insiders sel
289 Envon becoming optimistic about the 465,329 shares
“BlueChip." Positioned for strong outlook. for $30+ milion.
strong growih, Extremely  6/99 Azurix IPO. 38.5 milon
:Dng !lancmseh Dabhol to g\sagfs @Bgsuvnwlabrﬁ@\cggw 899 Envon sells §225 milion 11/00 Rumors of a/né Gv;;ts 1Q ﬂélresu\ts‘ WEOS ;:gandmg‘
1288 High return Inty D@ Sirongcontrbutorto o erica, 79% notes, preferred stock via 7100 Stong 2Q 00 income. shortfall untuge, Am + EBS rapidly accelerating - o
60{- —projects - major Em: El:s.’ A‘ggr mmg - Bank America and CiiGroup. - gaining Insiders sel generating high levels of Ems. Very optimistic. =
qains for years. Dabhol “’lga, == P: ] - 6199 No other Co. offers such momentum. EBS proffs escalaling.  very well. Gomfortable U oo 303 tharos for _Increase 01 EPS to $1.75-$1.80. 15% growth i =
willcontribute to EMS N (s shaot rom e 299 WEOS 400 Stong 1000 ol ol pecalions VoD SIS ) §143+ milion. & Cr e ©
B SEOIG S 25 g contract over $1 billon. New EES =
8. financing Management team capable growth. EES signing high qualty = iracis - $3. bilion. N ©
knows how to mitigate risk. contracts. Strong Ems growth in Trer ms sustainabl g‘;“";s;apg vé"y‘“g:dm"":b’n‘zl /s/m Fundamentals improving. ~_| ©
coming years. Wil m‘e'a‘e Slm"a rirm 2/01 Fortune criticizes. as:mmmg Enmn‘s fortunes have ot peaked. | 200 n
respons Enron says sour grapes b s power continues o grow.
50— ;;/59: Envon sels 5199799 inimedaton. Envon who faley 1o get nvastment banmng 8001-9/01 -
6.95% noles via Insiders sell GE of New Economy. business. Enron no black box Insiders sel o
CS First Boston A 794,834 shares Insiders sell 972,588 SaseTshes S
for $30+ milion shares for $39. milion. 7100 Enron/Blockbuster . for $24+ million. erformance never
Insiders sell VOD deal: *Killr App.” L stronger; business madel never
2,021,640 shares fo \ Unparallled qualty of more robust; growth never more
10/98.2/99 el envice. 12/00 Strong growth to continue, e
40— e Growth and sirong Ems are reason
10/98 Swong 3Q S e hY to buy Enron. VOD launched.
income. Excellent for 967+ milion, N Ungaralled qualy ofsevice. Sold 6/01 Fundamentals improving
progress on EES. $67. milion. technical foundations; Long term Ems growth wil reach
Will move quickly to Bod
901 Lay:“ncedily

cheap stoch

complete fiber optic \ \JV
network \ 7101 Envon will it or beat EPS

30 1100 Strong 99income. Great year. Continued strong B’m“;a‘g:a:;;fm: ‘?Sﬂsc,
WES growth, breskout peomanc fom EES and raid s I e A hiea] T
A 7/99 Strong 2Q 99 income. Hitting on all development of EBS. EBS will drive growth - expected to [ — 100
""‘\1 gfinders, Masler o isk management P sl profitable. Momentum buiiding. ;Wf‘g:rfﬂ‘?fz 051 shares.
well positioned for significant Erns in €er  Monumental eamings potential >+ mill
1199 Strong 98 income #
Leading positon in each (499 Strong 1099 income || J0 7 beyond. £200 bilen ol patential Ind 7101 Strong 2Q 01 income - strong growth and 10101 $1 bilion writeoff;
20} 798 Srona2a business. Strong balance |- shows continued strength ot 5 g naex strong profits. EES to double profits in 01 $1.2 billion shareholder
income. EES sheet. Well managed. | of business. EES adde LS Fundamentals excellent. No loss on Dabhol, equity reduction. Gore
continues to EES successful - $1.7billon in contracts. Wil have 01/02 EPS of $1.80-52.15. Stock wil fundamentals strong.
progress. Wessex |[ contracts worth $38  |EES pmﬂ tabo by 4. wet | L5190 wer aC 11199 Business excllent-stong recover. Excellent prospects.
s st tow | lon WEOS song. (man e o prospects. § B Strong EPS outook;
and a $20 bilion Very upn istic. 15% bm\mng exceed 17% per year. future bright. Smm ﬂechne supem eppenunny 10 801 Skiling resigns. Co. never in bem shape. liquidity fine.
business EPS groy : buy top growth name. Enron did first bandwidth Com e e
10 Wi5 years 5199 Envon sells §500 millon pracald “[’Eagso"ma :‘5";"0{":”)! huge Enron Performance accelerating Nnmmg isciose.
299 Enron sells 27.6 million 7.375% notes via Lehman, Bank markel =l AT I o R T
shares @ $31.34 via CS First America and CIEC, ssues. Enron machine in top shape. The best of
Boston, Lehman, Merril Lynch, the best. Expect stockto recover. 12001
GitiGroup. / Enron bankrupt.
\ \ \ \ \ \ \ \ \ \ \ \ \ \ \ | b U,
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® Non-zero activity: € .¢(v) [fbgt (v) > cg
B Forc=1v = royhayslettatt = 152

scale k kit 5t (V)

0 [1,2,1,3,1,2]
1 [1,2,2,9,2,4]
2 [1,2,2,19,4,175]
3 [1,2,2,58,6, 268]
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® roy.hayslett communicates with sally.beck, whoisa k = 0
detection!

scale k kt 5t (V)
0 [3,2,0,2,3,62]
1 [3,3,0,3,6,154]
2 [4,3,0,37,11, 229]
3 [4,3,0,98, 16, 267]
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B Seek a detection in which the excess activity is due to chatter
amongst the 2-neighbors!

ed(v) = €p¢(v) I (v) =max( ¢(v);1)

I (V) =11 12 I3
|1 =1fbot > C10;
l2 =11 o(v) < boy; (V)C2+ boy, (V)G;
I3 =1f 1(V) < byt (V)3 + b1t (V)G
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® (v ;t )= (steven.kean;109)

scale k

kit 5t (V)

[3,5,4,5,4,5]

[11,13,10, 10, 11, 18]

[14,35,21,38, 13, 65]

Scan Statistics on Enron Graphs — p.35/48



[ ]
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[ ] [ ]
lindy.donoho ° danny.mccarty
jeffrey.hodge
[ ] [ ] [ ] ]
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Text Data for Week 109 Detection

B 1092 transactions among 22 users
m 343 les
® 91 unique messages

B Counts and Subiject Lines:
9
5 Analysis of Joskow / Hogan Papers
4 FERC Request
3 Data on Monthly Generation for SCE
3 Draft Talking points about California Gas market
3 EnronOnline question
3 Presentations from GA Meeting on December 8
2 California Price Issues
2 Conectiv / Delmarva
2 Davis, Hoecker and Richardson
2 FYI-Edison wants Reregulation
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® Find emails with similar content based on terms that occurs.

B Terms: space-delimited string of characters from fa;b;c; ;zg,
after text is lower cased and all other characters and stop words

are removed.
B Need to restrict our attention to (signature terms).
B terms that occur more often then expected.
B pased on mutual information.
B Dunning 1993, Hovy & Lin 2000.
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Subject: Re: Analysis of Joskow / Hogan Papers

Sounds very good.

Might be useful to get a "reputable” economist to write a paper that 1)
describes traditional means for de ning, identifying and mitigating
market power, 2) compares those with the "new" means folks are
coming up with these days, and 3) comments on the "split" in the
academic community over the issues.

When Steve Kean and | discussed the notion initially, thought it might
be a good idea to gently "pile on" to the public discussion with the goal
of making clear 1) just how complex this issue is and 2) how important
it will be to have a thorough analysis (say, about 12+ months worth?)
before rushing to judgment on anything Joskow might allege in his
paper. Thoughts?

Best, Jeff

Signature Terms: analysis, california, com, economists, enron, hogan,
joskow, kahn, market, na, paper, power

< >- +
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Preprocessing: remove any line with 2 or more @'s
Compute signature terms for each message.

Formann d matrix F, where
F (i; ] ) = number of sigterm | occurs in doc j:

Calculate R = corrcoef(F) and P = d d matrix of p-values for R.

Form a graph G(P < ), that is, two documents are connected if

there is a signi cant overlap in their signature terms!
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Sample Cluster s
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Subject: Organizational Changes

Forwarded by Richard Shapiro/NA/Enron on 12/08/2000=
Subject: Re: Analysis of Joskow / Hogan Papers

Having read the Hogan paper, | think that the "academic" community is ...
paper by three prominent economists done for San Diego Gas and Electric. The ...
paper by John D. Chandley, Scott M. Harvey, and William W. Hogan argues that
Subject: Hogan-California Market Power

FYI. Not sure if you had seen this. Hogan makes many of the arguments about
Subject: Re: Draft Talking points about California Gas market

Given the way the numbers came out, | guess we don't need the talking points,
Subject: Re: FERC Request

Drew is okay with this. | will email the list to FERC.

Subject: Update on FERC California Gas/Electric Matters

into the California market last summer....

Various Enron units continue to receive informal data requests from FERC ...
staff regarding current California gas/electric
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January 13, 2001 Leading economists Paul Jaskow and Edward Kahn conclude that
high wholesale prices observed in summer 2000 [in California] cannot be explained as
the natural outcome of “market fundamentals in competitive markets since there is a very
signi cant gap between actual market prices and competitive benchmark prices.
(Source: CATO Policy Analysis)

http://cantwell.senate.gov/news/releases/2002_04 18 consumer.html
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scan statistics offers promise for
detecting anomalies in time series of graphs.

extensions:
weighted graphs (# of messages)
coloured hypergraphs (“To”, “CC”, or “BCC")
sliding window (online analysis)
exponential smoothing, detrending, variance stabilization

“Content and Scan Statistics for Enron” — John Conroy, et al.
“Random Dot Product Graphs” — Ed Scheinerman, et al.

“Biochatter” — Jeff Solka, Chris Overall, Jennifer Weller
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Anomaly Detection in Biological
Networks Using Scan Statistics

Import time-series microarray data where the t columns represent
time points and the g rows represent genes (g t matrix); each cell
represents the expression level for a particular gene at a particular
time point.

For each of the t time points, perform univariate or multivariate
model-based clustering on the g genes.

Create a graph for each of the t time points based upon the results of
the model-based clustering; the g genes are the vertices and an
undirected edge is drawn between two genes if they belong to the
same cluster.

Generate the temporally-normalized standardized scan statistics,
Sk:t, for the graph representations of each of the t time points.
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A subset of the Spellman (1998) cdcl15 yeast cell cycle dataset (24
time points) was analyzed for anomalous gene activity.

Three anomalies found, at timest = 4,11, 21.

The GenBank accession number for the genes that triggered the
detections are YOLO17W (M phase), YKL185W (M/G1 phases, and
YGLO21W (G1), respectively.
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“The wealth of your practical experience
with sane and interesting problems
will give to mathematics

a new direction and a new impetus.”

— Leopold Kronecker to Hermann von Helmholtz —
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