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B Scan Statistics on Graphs, and on Time Series thereof

B Scan Statistics on Enron Graphs
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® Objective: to develop and apply a theory of scan statistics on
random graphs to perform change point / anomaly detection
in graphs and in time series thereof.
® Hypotheses:
B H,. homogeneity
B [ ,: local subregion of excessive activity
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® “moving window analysis”:
to scan a small “window” (scan region) over data,
calculating some locality statistic for each window;
e.g.,
e number of events for a point pattern,
e average pixel value for an image,

B scan statistic = maximum of locality statistic:
If maximum of observed locality statistics is large,
then the inference can be made that
there exists a subregion of excessive activity.
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m directed graph (digraph): D = (V, A)
® order: |V(D)|
B size: |A(D)|
B k-th order neighborhood of v:
Nilv; D) ={w e V(D) : d(v,w) < k}
B scan region (example: induced subdigraph): Q(Ng|v; D))
)|

B “scale-specific” scan statistic: M} (D) = max,cy(py Y (v)

B |ocality statistic (example: size): Vi (v) = |A(Q(Ng|v; D]
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T = scan0

T = scanl
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T = size
T = scan0
T = scanl
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consider now a structured alternative . ..
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size = 34, scan0 = 5, scanl = 5, scan2 = 17.

KB E
Scan Statistics on Enron Graphs — p.14/39



size = 34, scan0 = 5, scanl = 5, scan2 = 17.
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m 125,409 distinct messages from 184 unique “From” field,
mostly Enron executives.

® 189 weeks, from 1988 through 2002.

m directed edges (arcs) A; = {(v,w): vertex v sends at least one
email to vertex w during the ¢-th week (“To”, “CC”, or “BCC”) }

910948020 114 albert .meyers Albert Mevers Employes Specialist
510948020 114 A..martin Thomas Martin Vice President

$11477940 114 andrea.ring Andrea Ring H/R

911477940 114 andrew.lewis Andrew Lewis Director

911481840 114 andy.zipper Andy Eipper Vice President Enron Omnline

511481840 114 a..shankman Jeffrey Shankman President Enron Global Mkts
911481840 114 barry.tycholiz Barry Tycholiz Vice President

511481840 114 benjamin.rogers Benjamin Rogers Employes Associate
$11892180 114 bill.rapp Bill Rapp N/a

511892180 114 bill . williams XXX
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B scale-k locality statistics: Wy (v) = |A(QU(Ng[v; Dy]))|
B k=0:Yy.(v)=outdegree(v; D;).
B scan statistic: My s = max, Vg +(v);k=0,1,2

B vertex-dependent standardized locality statistic:
B 0y (0) = (Up e (v) — Akg,r(v) / max(G .o (v), 1)
B e r(v) =230 Uy (v)
B 3,%,15,7(1)) = i/_:lt_T(\I’k,t/ (v) = b,t,7(v))?

® standardized scan statistic: M, ; = max, Uy, +(v)
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= temporally-normalized scan )
statistics: Sy + = g O
(Mi,t — fi,t,e) / max (0,0, 1) TN el A
m detection: time ¢ such that
Sk,t > 9
= ¢* = 132 (May, 2001) R
SN N N
DDDDDDD PR \\/ \/\/WH
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Details for the ‘detection’ graph D135

time t* 132 (week of May 17, 2001)
size(D132) 267

scale & M, 132 Mk,lBQ Sk.132

0 66 8.3 0.32

1 93 7.8 —0.35

2 172 116.0 7.30

3 219 174.0 5.20
number of isolates 50
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B p* = arg max, \527132(0) = k..allen
® k..allen == phillip.allen?

B k..allen had no activity before t* = 132.
B At t* = 132, phillip.allen switched to k..allen.

® Matched Filter:
® For each vertex v € V' \ {v*},

t*—1

se e (V;07) = Y |Ni(v; Dy) N Ni(v*; Dye)

t'=t*—k

m |s this a detection we want?
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Ehe New Yok Times Week in Review

Y Times com  Goto 3 Sacilon

Sits Search: [nvTsince 196 1 -

Enron Offers an Unlikely Boost to E-
Mail Surveillance

By GINA KOLATA
Fubliched: bay 22, 2004 E-Mad This

Printer-Friendly

AS an object of modern surveillance, e-mail is Rt

both reassuring and troubling. It is a potential

treasute rove for investigators monitoring

suspected terrorists and other oriminals, but it also creates the
potential for abuse, by giving businesses and govemment agencies
an efficient means of monitoring the attinades and activities of
employees and citizens.

Multimedia Now the science of e-mail
tracking and analysis has been

[ eniaadn given a unlikely boost by a
Finding bitier chapter in the history of
Padteres in
FERE AR AR corporate malfeasance - the
Cotpundy Enrom scandal
Chotter 3

In 2003, the Federal Encrgy
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New York Times (May 22, 2005)

The New York Times > Week in Review > Image > Finding Patterns in Corporate Chatter 05/23/2005 08:32 AM
Ehye New Pork Times May 21, 2005
rogers a shankman v.weldon
KEY: il andy
EMPLOYEE (E-MAIL ADDRESS)... eeasiainen,  GAMAL I Dpper tracy. geaccona
i S ° * theresa staab
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d.thomas o et @ an anomaly: a new e- @ & martn o rod hayotet
iy o mail address for this @ steven kean
dutch.quigley g fokmetr gy john tavorato g person, who had been 3 beon el @ rick buy
o haodicke g lettxing @ “phillip.allen” for 131 @ richard shapio @ richard sanders
jim.schwieger @ previous weeks.
ellzabeth sager g oo @ louise kitchen @ richard ring
joo.parks.
emol mcka @ kovin prosto
ughlin g joe.quenet @ / i @ philip. platter
f.campbell g john.amaid @ i @ philiplove
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Judy. townsend
james. dankck @ WY ® mike.grigsby ® thomas. martin D o
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° mike. maggh | peter keavey °
L mike. swerzbin ‘patrice. mims mark taylor
. monique sanchez  m..tholt haedicke
Company leaders e-mail "™ ® R @ mart
: fikamson @ ® rmark o haedicke
less frequently, leaving b ssapenovitch @ s tines Sources: Dr.
some communication to john grifieh @ P . ® o biak m E. Pricbe
subordinates. jhnhodge = @ ™ liz.taylor Mm
|- sturm ? ? f , sa.gang 100k
fam keésar ° T indy.doncho Unéversity
kate.symes m larry.campbel
Finding Patterns kenneth.lay ™
In Corporate Chatter
Computer scientists are analyzing about a half million Enron e-mails. Here is a map of a week’s e-mail patterns in May 2001,
when a new name suddenly appeared. Scientists found that this week's pattern differed greatly from others, suggesting
different conversations were taking place that might interest investigators. Next step: word analysis of these messages.
Bill Marsh/The New York Times
Close Window
Copyright 2005 The New York Times Company
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Enron Timeline

Total Shares Sold By Defendants: 20,788,957 shares

Defendants’ Insider Trading Proceeds: $1,190,479,472 7/31/98 - 3/7/02 |©pEnron stock Issuance Price Trigger
1"; EzEg ‘%;:”‘g;;wm'jw';m;";ﬂg: 10/00 New Power IPO - 27.6 millon shares @$21 via
T e B 1 Errralet - e I i e 1/n| suungoouoresu:s Breakout performance. swsmmungs —1 400

b SRy TEEE st TR
has s:gnmcam sugtainable competiv advaniage. Sucocsslul

e e peoliabily.
e growth. Stock worth $12¢

6/00 Enron sells $325 million oflarge contracts. Well managed. EIN

7.875% notes via Lehman. buildout on schedule. Full VOD roll out in 01 wgiﬁ:ﬁg@ ncome. | r:g:::xpm
VOD deal value $1 billon - going fine. All
components in place. EBS designed to take
advantage of broadband glut

100 f—

5100 Enron sells $175 million
8375% notes via Bank America.
5100 Broadband market larger than
estimated. Wil reach $100 bilion in 03-04
with 3-4% margins, Monumental earmings

7/00-9/00
Insiders sell

f
108+ milion TP 201 Enron sels $1.9 bilion 0% convertible notes

Dollars Per Share

90— Eosas Insiders sell 1/01-3/01 3101 Business in good shaps. WEOS, EBS intermediation great. Very
:52?-15‘32 Sf“‘ﬂ‘es Insicers sell optimistic for VOD. Everything fine. EBS business predicated on surplus of
4/00-5/00° = S TIIon | 1,136,584 shares ‘supply - declining prices good for Envon. Balance sheet great. Financing
Insiders sell for more than vehicles have de minimus share issuance requirements.
3,552,044 $82+ millon.
300 World leader, EBS network unbeatable 1100-300 shar
scale and scope - off to tremendous start, Insiderssell $266+ millon. O, 3/01 Strong, unique business. Tremendous growth. Will continue
EES exceeded goals. To double contract 2,940,125 shares 7 sitong Ems periormance. EES had breakout year - proven concept with
80— volume in 00 to $16 billion, Proftabilty for $208+ million profitable dealflow. $30 billon in contracts in 01. EBS model working
expanding rapidly. d Intermediation growing expunenha\ly voD sucessfull. Enronin top tier ——1 300
of world's corporations.
3101 VOD deal terminated - Blockbuster failed to provide
e ‘/— miwes) Technoiogy soindl Rapid growintact! Siock
70 Broadound rading, EPS. growth i 10100 Srong 50 00 T 27:\;«:;;;2.;0“ Al businesses doing very well. Wil hit
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® Non-zero activity: \T!k,t(v) - I{ot.+(v) > ¢}

B Forc=1, v* = roy.hayslett at t* = 152.

scale k

‘I’k,t* =55 (’U*)

0

[1,2,1,3,1,2]

[1,2,2,9,2,4]

[1,2,2,19,4 ,175]

1
2
3

[1,2,2,58,6,268]

KBeMH

Scan Statistics on Enron Graphs — p.31/39



® roy.hayslett communicates with sally.beck, whoisa k = 0

detection!

scale k Up v —5:4+ (V)
0 [3,2,0,2,3,62]
1 [3,3,0,3,6, 154]
2 [4,3,0,37,11,229]
3 [4,3,0,98, 16, 267]

KBeMH
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B Seek a detection in which the excess activity is due to chatter
amongst the 2-neighbors!

T;(0) = (Va4(v) - Tor (v) ) / max(ye(v), 1)

Tir(v) =11 x Iy x I3
Iy =I{po,,r > et
Iy =I{Vo(v) < To,t,7(v)c2 + Lo, (v)},
Is =1{¥(v) < 01¢-(v)cs + 1t (V) }

KBeMH
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B (v*,t*) = (steven.kean, 109)

scale k U x5 (V")
0 [3,5,4,5,4,5]
1 [11,13,10,10, 11, 18]
2 [14,35,21,38, 13, 65]

KB E
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W scan statistics offers promise for
detecting anomalies in time series of graphs.

B extensions:
e Weighted graphs (# of messages),
e coloured hypergraphs (“To”, “CC”, or “BCC”),

e sliding window (online analysis),

e exponential smoothing, detrending, variance stabilization, ...

B “Content and Scan Statistics for Enron” — John Conroy, Thursday

KBeMH
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“The wealth of your practical experience
with sane and interesting problems
will give to mathematics

a new direction and a new impetus.”

— Leopold Kronecker to Hermann von Helmholtz —

KB E
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